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What is HIPPA?
The Health Insurance Portability and Accountability Act of 1996 Privacy Rule (HIPAA Privacy Rule) establishes conditions under which protected health information (PHI) may be used or disclosed by covered entities for research purposes.  The Privacy Rule protects the privacy of individually identifiable health information, while at the same time ensuring that researchers continue to have access to medical information necessary to conduct vital research. 

As in the Common Rule, Research is defined in the Privacy Rule as, “a systematic investigation, including research development, testing, and evaluation, designed to develop or contribute to generalizable knowledge.” CFR 164.501. 

What does the Privacy Rule regulate?
Because the authority for the Privacy Rule comes from HIPAA legislation, the Rule regulates conditions for using PHI that is created, maintained, or transmitted by certain health care providers, health plans, and health care clearinghouses.  These groups are collectively called covered entities.  The Rule does not regulate other forms of health information, including information obtained directly from individuals or from other entities.

A decision tree from the Center for Medicare and Medicaid Services provides a framework that is useful for deciding if a provider, health plan, clearinghouse, or program is a covered entity 

www.cms.hhs.gov/hipaa/hipaa2/support/tools/decisionsupport/default.asp

What does the Privacy Rule cover?
The Privacy Rule covers one type of data-protected health information (PHI).  PHI is health information that directly identifies the person who is the subject of the information or contains data for which there is reason to believe that the information can be used to identify the individual.  Health information that has been de-identified is not protected by the Privacy Rule.

The following are considered identifiers under the Privacy Rule, and the presence of any of these items in data from a covered entity on the health status of the individual would be sufficient to make it protected health information.


Names

All geographic subdivision smaller than a state, including ZIP code and geocodes (except for the initial three digits of the ZIP code under certain circumstances)

All elements of dates except year for dates directly related to an individual, including birth date, admission date, date of service, date of discharge, date of death; and all ages over 89 years, including all elements of dates including birth year indicative of such age (except that there may be a category of age 90 or older)


Telephone numbers


Facsimile numbers


Electronic mail addresses


Social Security numbers


Medical record and prescription numbers


Health plan beneficiary numbers


Account numbers


Certificate/license numbers


Vehicle identifiers, including serial numbers and license plate numbers


Device identifier and serial numbers


Web Universal Resource Locaters (URLs)


Internet Protocol (IP) address numbers


Biometric identifiers, including fingerprints and voiceprints.


Full face photographic images


Any other unique identifying numbers, characteristic or code

How can protected health information (PHI) be used in research?
Beginning on April 14, 2003, researchers who conduct research studies that require access to (or who otherwise seek to obtain) data that includes PHI from covered entities will need to

1.      
obtain a signed authorization of disclosure from each research subject to use his or her PHI or to have it disclosed from the covered entity, or

2.      
receive a waiver of authorization of disclosure from an institutional review board (IRB) or a privacy board (the covered entity must account for all disclosures of PHI for research without authorization, except for research on limited data set), or

3.      
sign a data use agreement with the covered entity and agree to receive a limited data set (a data set with some enhanced detail of certain identifiers). 

In each case, the researcher may receive only the “minimal data” necessary to conduct the research.   

1. Research Use/Disclosure with Individual Authorization

The Privacy Rule also permits covered entities to use or disclose protected health information for research purposes when a research participant authorizes the use or disclosure of information about him or herself.  Today, for example, a research participant’s authorization will typically be sought for most clinical trials and some records research.  In this case, documentation of IRB or Privacy Board approval of a waiver of authorization is not required for the use or disclosure of protected health information.

To use or disclose protected health information with authorization by the research participant, the covered entity must obtain an authorization that satisfies the requirements of 45 CFR 164.508.  The Privacy Rule has a general set of authorization requirements that apply to all uses and disclosures, including those for research purposes.  However, several special provisions apply to research authorizations: 

           Unlike other authorizations, an authorization for a research purpose may state that the authorization does not expire, that there is no expiration date or event, or that the authorization continues until the “end of the research study;” and

       
An authorization for the use or disclosure of protected health information for research may be combined with a consent to participate in the research, or with any other legal permission related to the research study.

2. Waiver of Authorization by an IRB or Privacy Board

A covered entity may use or disclose protected health information for research purposes pursuant to a waiver of authorization by an IRB or Privacy Board, provided it has obtained documentation of all of the following:

Identification of the IRB or Privacy Board and the date on which the alteration or waiver of authorization was approved;

            A statement that the IRB or Privacy Board has determined that the alteration or waiver of authorization, in whole or in part, satisfies the three criteria in the Rule;

            A brief description of the protected health information for which use or access has been determined to be necessary by the IRB or Privacy Board;  

            A statement that the alteration or waiver of authorization has been reviewed and approved under either normal or expedited review procedures; and

      
The signature of the chair or other member, as designated by the chair, of the IRB or the Privacy Board, as applicable.

The following three criteria must be satisfied for an IRB or Privacy Board to approve a waiver of authorization under the Privacy Rule:

        
The use or disclosure of protected health information involves no more than a minimal risk to the privacy of individuals, based on, at least, the presence of the following elements:    

 

an adequate plan to protect the identifiers from improper use and disclosure;

an adequate plan to destroy the identifiers at the earliest opportunity consistent with conduct of the research, unless there is a health or research justification for retaining the identifiers or such retention is otherwise required by law; and

adequate written assurances that the protected health information will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the research project, or for other research for which the use or disclosure of protected health information would be permitted by this subpart;

        
The research could not practicably be conducted without the waiver or alteration; and

The research could not practicably be conducted without access to and use of the protected health information. 

3. Limited Data Sets with a Data Use Agreement

A data use agreement entered into by both the covered entity and the researcher, pursuant to which the covered entity may disclose a limited data set to the researcher for research, public health, or health care operations.  See 45 CFR 164.514(e).  A limited data set excludes specified direct identifiers of the individual or of relatives, employers, or household members of the individual.  The data use agreement must:

Establish the permitted uses and disclosures of the limited data set by the recipient, consistent with the purposes of the research, and which may not include any use or disclosure that would violate the Rule if done by the covered entity;

           Limit who can use or receive the data; and

    
 Require the recipient to agree to the following:

Not to use or disclose the information other than as permitted by the data use agreement or as otherwise required by law;

        

Use appropriate safeguards to prevent the use or disclosure of the information other than as provided for in the data use agreement;


        
Report to the covered entity any use or disclosure of the information not provided for by the data use agreement of which the recipient becomes aware;

Ensure that any agents, including a subcontractor, to whom the recipient provides the limited data set agrees to the same restrictions and conditions that apply to the recipient with respect to the limited data set; and



Not to identify the information or contact the individual.

Authorization of disclosure is separate from the informed consent process.  Although the authorization can be included in or combined with the informed consent form, there are specific requirements for the content of the authorization which may best be dealt with in a separate form.  In addition, the wording of the form may vary somewhat by institution, complicating the consent form review process for multisite studies when authorization is included in the informed consent form.  The Office of Human Research Protections has provided an initial opinion that the authorization form itself will not need to be reviewed by the IRB if separate from the informed consent form.  The authorization form is required to contain certain specific language and will be reviewed by the covered entity for compliance with the regulations before release of or access to the PHI.

In addition, the Privacy Rule allows use of PHI without patient authorization for research on decedents and for “preparatory research,” i.e., preliminary work to assess if the data can be used for research purposes, provided that the PHI does not leave the covered entity.

What are the implications for research exempt from the Common Rule?
Research involving existing data, such as medical records, where the information is recorded in such a manner that subjects cannot be identified is exempt from the Common Rule (45 CFR 46.101(b)(4)).  The standard for identifiability defined in Common Rule is that the identity of the subject may be readily ascertained by the investigator (45 CFR 46.102(f)(2)).   However, information such as date of birth or date of hospitalization has not previously been considered as an identifier in the determination of research exempt from the Common Rule.  This could give rise to a situation in which research that is otherwise exempt from IRB review may still require review by an IRB or privacy board to determine if a waiver of authorization of disclosure is appropriate.  

To avoid this situation, studies requesting a determination of exemption to use existing PHI from covered entities should attempt to comply with the Privacy Rule definition of identifiers, arrange to receive a limited data set with a data use agreement, or plan on having their research reviewed by a privacy board or an IRB for a waiver of authorization.

More details about the Privacy Rule and its implications on research are available on the Office of Civil Rights website at http://www.dhhs.gov/ocr/hipaa/whatsnew.html.

